. KAK 3ALUUTUTBCA

"KUBEPMOLUEHHUYECTBA.

NMPABUJIA
BE3OMNACHOCTU
BKUBEPMNPOCTPAHCTBE.




CErogHA HA YPOKE Bbl Y3HAETE:

*  Cnocobbl NOXMLLLEHWUA 3/10YMbILUIEHHUKAMMU
KOHbMAaeHLManbHOM MHGOpMaLMmM O Bac
N BalLMX NEKTPOHHbIX CpeacTBax naarexa.

* KaKue BUAbl MOLLEHHMYECTBA CYLWECTBYIOT
B ceTn NHTepHerT.

@ bank Poccumn

Kakue npunemsbl cou,maanoﬁ NHXEHEPUH
NMCNOJIb3YKOT MOLWEHHUKN, 4yTOObI 3aBn1ageTb
BaWMMUN AEHEXKHbIMU CPEACTBAMMU.

MpaBuaa 6e30nacHOCTN B KNOEpPNPOCTPaAHCTBE



YTO TAKOE
KUBEPMPOCTPAHCTBO?

UHmepakmus.
Hanuwume omeem 8 yam




@ bank Poccum

KUBEPMPOCTPAHCTBO-I3TO... dnemMeHTbl KNbepnpocTpaHcTBa:

Cpena uHAOPMALMOHHOTO cepBepbl, KOMMbIOTEPbI, MOBUbHbIE rafKeTbl,
B3aMMOZAeNcTBUA U 0OBMeHa JaHHbIMM TeNeKOMMYHMKaLMOHHOe 0bopyaoBaHye,

B KOMMBIOTEPHbIX CETAX U CETAX CBA3M. KaHanbl CBA3M, MHGOPMALIMOHHbIE U

TeNEKOMMYHUKAUUNOHHbIE CETHU.




CBOMCTBA MHOOPMALMK B 5ax Pocom

[ J

* KOHPUAEHUUNANBHOCTD - nHdbopmaums
MOKeT bbITb NnoslyyeHa n obpaboTaHa
TONBbKO TEMU NNLAMM U NPOLECCaMK, Y
KOTOpPbIX €CTb K HEMN AOCTY.

* UENOCTHOCTb- nHdopmaums ocraetca
HEN3MEHHOU, KOPPEKTHOMN M ayTEHTUYHOMW.

« AOCTYNMHOCTb - aBTOpM30BaHHbIE
cybbeKTbl (AONYLEHHbIE K NONIYYEHUIO U
0b6paboTke MHOOPMALNN) UMEIOT K HEN
6ecnpenATCTBEHHbIN AOCTYN.



@ bank Poccun

Kakoe u3 nepeuncneHHbix aencreuu, bes

paspeweHunsa Bnagenouya ¢anna, Hapywaert
LEeN0CTHOCTb UHOpMaLUN?

o YreHune ¢panna

9 N3meHeHUne coaeprkmmoro danna
9 Ynanenune panna

Q KonunpoBaHue panna

UHmepakmus.
Hanuwume omeem 8 yam




BUAbl BPEAOHOCHOIO MO

TpOAAH — NPOHUKAET B CUCTEMY MO, BUAOM
NONE3HOM YTUNNTbI, HO BMECTE C 3TUM CKPbITHO
BEAET U Pa3pyLUAOLLYI0 AeATe/IbHOCTb.

Bupycbl — 3T0 CamOBOCNPOM3BOAALLNICA
NPOrPaMMHbIN Kog,, KOTOPbIN BHEAPAETCA B
YCTAHOB/NEHHblE Nporpammsbl 6e3 cornacma
nosb3oBaTens.

YepBb — nporpamma, Kotopas
CaMOpPa3MHOKaeTcs, OHa aobasnAeTcA B
CUCTEMY OTAENIbHbIM PanNoM U neT
YA3BMMOCTU A1A CBOETO Aa/ibHEeMLero
pacnpoCTpPaHeHus.

@ bank Poccumn

PyTKUTbI — Nporpamma uam Habop nporpamm,
pa3paboTaHHbIX cneunanbHo, YTobbl CKPbITh
NPUCYTCTBUE BPEAOHOCHOIO KOAA U ero
AENCTBMA OT NONb30BaTENA U YCTAHOB/IEHHOIO
3awuTHoro 0.




@ bank Poccum

YTO HE/NIb3A AENATb NOJ/Ib3OBATE/IO ...

* epexoanTb NO NOAO3PUTENbHbLIM

, . ®
CCbIIKAM B 31EKTPOHHOM NoyTe MAM °e e

B bpay3epe.

B 2
*  OTKpblBaTb NOA03PUTENbHbIE B’ o

B/1IOXKEHUA.

* CKayuBaTb M yCTaHaBAMBATb
«nmpatckoe» 0.

* BcCTaBnATb HENPOBEpPEHHbIE
bnewkn, cmaptPoHbl 1 ap.



@ bank Poccum

YTO AENAET 3APAXKEHHbIN
KOMMbIOTEP

*  MoxuwaeTt MHbopmMauumIo.
* YyacTByeT B aTaKax.

* HapywaeT cBOMCTBa
nHpopmaymm —
KOHPUAEHUNA/IbHOCTb,
LLeNOCTHOCTb, AOCTYMHOCTb.




3APAKEHHbIA KOMMbIOTEP —
9TO HE BALU KOMIbIOTEP!

*  BOTHET — 3710 ceTb, cocToALLAA U3
3apa*KeHHbIX KOMNbIOTEPOB, KOTOPbLIE

o
Gﬂam%%g MOXHO 3aCTaBUTb ﬂ,eVICTBOBaTb CNaXeHHO.
8%

* DDoS-ataka — (ot aHrn. Distributed Denial
of Service, pacnpegenéHHbl OTKa3 B
obcnykmBaHumn). Lenb aTon aTakm —
HaPYLWNTb AOCTYNHOCTb MHPOPMALUM.
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@ bank Poccum

NAPOJ/IbHAA 3ALLUTA

*  Xopowunmn napo/ib — CNOXHbIN MNapoib o

* KaxpgaAa ydyeTHaAa 3anucb —
OTAe/IbHbIY NapoNnb

*  MeHsiTe Naponun perynapHo 9

*  Wcnonb3yiTte ABYXHaAKTOPHYIO
ayTeHTUdUKauuto




Bbl pewinam co3gatb HOBbIN aKKAYHT B
OoHNanH-urpe. Kakou us cneaytowmx
BapWaHTOB Naponsa Haubonee 6e3onacHbIn?

.

90000

UHmepakmus.
Hanuwume omeem 8 yam 12

123456
TBoeNmal23
qwerty
KSf2h)7G

PasswOrd123!



MOLWEHHUYECTBO C BAHKOBCKUMU KAPTAMMU @ Barik Poccim
MoLlleHHNKaM HYXHbl:

Homep kapTbi

MNmsa Bnapenbua
Cpok pencraus

Homep CVC
nnn CVV
13



BECKOHTAKTHbIE BAHKOBCKUE KAPTbHI

@ bank Poccum

BbICOKAA CKOPOCTb BbINOAHEHMA
NJaTeXHOW onepaunm

yaobctso ans onepaunin go 5000
pybne - MOXHO He BBOAUTb NMUHKOZ,

@ KapTy yKpanu, nonb3yoTca eto B
mMmarasmHax go 5000 py6. 6e3 NMNH-Koaa

@ BO3MOXHbl MOLIEHHUYECTBA C
NAATEXKHbIMW TEPMUHANAMU
(cyumesisarouwue ycmpolicmea Ha
paccmosHuu)

PekomeHgaumm: yCTaHOBUTb CYTOYHbIN

ANMUT N CMC yBeJOM/TEHUA
14



@ baxk Poccumn

OULLNHT- 3TO...

Bna nHTepHeT-moLWweHHNYeCcTBa, Lesbio
KOTOPOro ABAAETCA NoNyyYeHne 40CTyna K
KOHOUAEHUNANIbHBIM AaHHbIM
NO/Ib30BaTE/IEN N UX AEHbram.

15



@ bank Poccum

NMPUMEPDBI ®ULLNHTA
1. O6bweHue c «NpoaaBLOM»

iPhone 11 Pro Max 256GB ® Oxcava () 3. NMNocne «onsaartbl 3aKa3a»
sb{ 30 000 P % -
npogasel nponager
“a noﬁpuﬁ Ae"b) “ 1w/ KaK MOXHO KynnTb

Onnara 3akasa
A B KypbepCKoiA komnanuu paboTalo - mory k Bam kypbepa

NEDPUBTE B YOOHIS OOV 00 - iPhone 11 Pro Max 256GB

npueaer ¢ TenedoHOM, NOCMOTPUTE, NOHPaBUTCH - 4 3akaa Ne 185698778 G Sonege @ @ visa e

octasuTe cebe, HeT - ohopMiUM BO3BpaT ToRapH C AOCTINEON ONIANMEMOTCH

6:47w  pa TONLKO GADRCKON KADTOR OHNIN
Homep kaprsl
1647 OH OpUTMHANbHBIN, BCE XOPOLLO C HUM? [ & XXOO000KNX ] @
TapanTna B008paTa NOHET OCIM
(640w MKak onnatute? Cpok geiicTens cve — NPOAANEY OTMEsN 3ANA,

o / — TOBAP WO NAROWN win Gpax,
2. Ccbinka Ha GULLMHIOBbI (2] e[ | | e ——
pecypc ana onnartbl Wroro: 30 000P m

\ a [lepxute cominky hitps://avitopays.ru.com/461290748
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KAK OBOUTU NPOBJIEMY?

®* He cornawartbca Ha npeagonaary.

°* WrHopupoBaTb 06bABNEHUSA C LEHOMN
3HAYUTENIbHO HUMKE PbIHOYHON.

° ObuwaTbca C NPOAABLOM UK
NOKynaTeNem UCKIIUYUTENIbHO Ha calTe C
obbAaBNEeHUEeM.

* He oTKpbIBaTb CCbIJIKK, KOTOPbIE BaMm
MOKET NpucaaTb Npogasel, unm
MoKynaTtesb.

* WNcnonb3oBaTb GYyHKUUIO «6e3onacHan
cAenka» (No BO3MOXHOCTH).

http://123456.ru

Onnara 3akasa

Maratun: 9345212

] 1000.009

MM g (T



MNPUMEPbI GULLNHTA (@) 5k Poccu

rocycnyrum — »
com =
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BUAbI MOLLEHHUYECTBA NO 3/IEKTPOHHOM
NOYTE U B COLUUANBHDbIX CETAX

° (ObelaHue counanbHbIX Bbinaar.
«Bam nonorkeHbl AeHbrn o1 rocyaapcreal Mepenaute
MO CCbiNKe, YTODObI Y3HaTb NoapPOobHOCTMY

° BosHarpa)aeHue 3a yuyactue B onpoce!
MoLeHHWKM NpeanaraloT BHECTU AeHbr1 3a yyacTtme B
onpoce 1 TONbKO nocae 3Toro obeLlaloT NepeyncInTL .
BbIUrPaHHbIE AEHbIN. Q

° MpepanoxeHune Kynutb ToBap ¢ 6oabLioit ckngkon!

° CoobuieHue o0 BbiUrpbilie TOBapa unm notepen!




NPU3HAKN GULLUHIOBOIO CAUTA

Ecnan opraHn3saumna npeacrasnaeTca Kak
dnHaHcoBas, HO MHGOPMALMA O HEN
OTCYTCTBYET B peecTpax baHKa Poccuu.

Ncnonb3yeTtca noao3putenbHoe AOMeEHHOe
MMA UK aJpPec CarTa COAEPKUT ABHble
OLLUMNBKMN.

@ bank Poccum

Ha caitte opraHusauum:

nHpopmaumsa 06 opraHMzaymu
HeAO0CTOBEPHAA UM NPUHALNEKUT APYTrOn
OopraHu3auuu;

rpammaTtmnyeckue, opporpadpuyeckme u
AV3aHepCcKne ownbKu;

pa3meLLeHbl NPesNoXKeHNA TOBAapOB UIn
YCAYT, YbA LEeHA 3HAYNTENIbHO HUXKE
PbIHOYHOMW;

npeanaraeTca NpPonTU onpoc, TecT U T.n. 3a
AEeHeXKHOoe BO3HarpaxaeHue nam
0bOPMUTb KaKyt-TMOB0 KOMMNEHCALLMOHHYIO
BbINAATY OT rocy4apcTea Uamu
rocyZapCTBEHHOro Opraxa.

20



@ bank Poccum

Bbibepute BepHoe yTBepKaeHue o pulumnHre:

... 3TO cnocob 3apaxKeHna KOMMbTEPA BUPYCaMKN Yepes
ANNEKTPOHHbIE NMUCbMa.

... 9TO BMZ, MOLLUEHHMYECTBA, KOFAa 3/10YMblLAEHHUKU
MbITAOTCA YKPAaCTb BalUW AIMYHbIE AaHHbIE C MOMOLLbIO
noAaAenbHbIX CanToB U COOOLLEHUN.

... 9TO BWUA, aTaKW, KOrAa 3/10YMbIW/IEHHUKM MeperpyKatoT
cepBep, 4Tobbl cAenatb ero HeaoCTYMHbIM.

... 9TO CNoco6 NMPOHMKHOBEHUA B YYXKOM aKKaYHT C
NMOMOLLbIO YyrafablBaHMA Mapons.

UHmepaxkmue.
Hanuwume omeem 8 yam




COUNANNbHAA NUHHKEHEPUA

Bua molweHHUYecTBa, NP KOTOPOM
MCMONb3YIOTCA MCUXON0TMYECKME MaHUNYNALNMN.

Mpuémbl maHUNyNALUA:
Yyrpo3bl, CTPaX, anoctb, obewaHna Nérkomn
Ha»XMBbI.

MoLwweHHUKN BblAaloT ceba 3a 4oBEPEHHDbIX UL,
COTPYAHUKOB BaHKa, onepaTopoBs CBA3MN,
HA/10rOBOW C/YKObI, Apy3en

NN POACTBEHHUKOB.




@ bank Poccum

C MOEM KAPTbI CMMTUCANU AEHBIN.
YTO AE/IATDL?

[Mo3BoHUTE B BaHK 1 3ab610KMpynTe
KapTy.

3anpocuTe BbIMUCKY MO CYETY U
HanuwuTe 3aABJIEHNE O
Hecornacum c onepauuen.

ObpaTtutecb B NOANLMIO.

23



KAK HE CTATb }XEPTBOW
KUBEPMNPECTYMHUKOB?

™

.

UHmepakmus.
Hanuwume omeem 8 yam 24




@ bank Poccumn

NMPABUNIA BE3SONACHOCTH
B KUBEPMPOCTPAHCTBE . Beerna nposepsire  He nepessanmsaiire
VIH(I)OpMaLIIVII'O. Nno COMHUTEJ/IbHbIM
HOMeEpam.

* He nepexoaute no

Hen3BeCTHbIM CCbIJIKaM. * He xpaHuTe AaHHble KapT

Ha KoMnbloTepe Unu B
* Ecnu Bam coobuator,

cMmapTdoHe.
6yATO YTO-TO CAYYMNOCH
C POACTBEHHUKAMMU, * He coobuwarite HUKomy
CPOYHO CBAXKUTECDH C NYHblIE OaHHbIE, NAapPO/ZIN U
| HUMW Hanpsmylto. KoAbl.

* YcTaHOBMUTE aHTUBUPYC
Ha KoMnbtoTep cebe
N POACTBEHHMKAM

Ob6vbAacHuUMe noxcusabim poocmeeHHUKam smu

npocmeie npasusaa u byoome 60umenoHoi!!! .



@ baHk Poccum

BAHK POCCUU — METAPEIYNATOP ®PUHAHCOBOIO PbIHKA

®yHKuum baHka Poccuu: Y3Haiite 6onblue o puHaHcax

* 3awwTa u obecneyeHune yCToNuMBOCTH py6As Q UuraiiTe CTaTbu M HOBOCTM:

fincult.info
* MNoppep*aHue cTabUNbHOCTU N Pa3BUTUA

dMHAHCOBOTIO PbIHKA

* 3awuTa npas noTpedbutenein GMHaAHCOBbLIX

YC/YT W NOBbILLIEHNE YPOBHA GUHAHCOBOM
FPaMOTHOCTM HaceNeHus
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@ bank Poccumn
CEPTUPUKAT YHACTHUKA

NOCTYNUT Ha 3/IEKTPOHHYIO NOYTY B TeYeHMe CYTOK Noc/ie ypokKa.
Ana nonyvyeHns ceptndmkata He0bXoANMMO NPUCYTCTBOBATbL HA YPOKE
He meHee 35 MUHYT.

Urpbl no puHaHcoBoM rpamoTtHocTm (doligra.ru)
Pa3Hoobpa3bTe y4ebHbIn npouecc n gocyr aeten!
CkayanTe rotoBble Urpbl No GUHAHCOBOW
rPaMoTHOCTM Ha canTe doligra.ru

NoanucbiBanTecb

Ha rpynny NrpanTe, 3aN0NHANTE OT3bIB U NOJy4YanTe
«PuHaHcoBOe CepTMd)MKaT!
npocseleHue»!

B cny4yae 803HUKHOB€EHUA 8onpocoe obpawalimecs 8 cayxiby noddepicku npoekma: dni-fg.ru/help




